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© 000 «KPUNTO-MNPO>», 2000-2019. Bce npaBsa 3awuiueHbi.

ABTOpCKUe MpaBa Ha CpeacTBo KpunTorpadudeckoii 3awmuTel uHdopmauumn Kpuntollpo CSP n akcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BXoAuT B KOMMEKT nocTaekm nporpammHoro obecnevenns CK3U Kpuntollpo CSP sepcun 5.0 KC1; Ha
HEro PacrnpoCTPaHSIIOTCA BCE YCJIOBUS JINLEH3NOHHOIO COrnalleHusi. bes cneuymansHOro nMCbMEHHOrO pa3peLueHus
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U MepefaHbl TPETBUM JINLAM C KOMMEPHECKON LEeNbHo.
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AHHOTaUMNSA

Hactosiwee Pykosoacteo pononnsier gokymeHt MKTHAM.00101-01 91 01. Kpuntollpo CSP. Pykosoactso
agMmuHucTpaTopa besonactoctn. Obwas yacts npu ucnonssosaHum CK3U nog ynpaenennem OC Android.

CK3W Kpuntollpo CSP nog ynpasnennem OC Android siensetcs kpuntonpogaiigepom Java u npegHasHaveHo
4151 3aLWUThl KOHUAEHLMaNbHOW nHdopMaunm.

NHcTpykumn agmuHmcTpaTopa 6€30MacHOCTM 1 MOJIb30BATENSIM Pas/iMYHbIX aBTOMATU3MPOBAHHLIX CUCTEM,
ucnonbaytowmx CK3U Kpuntollpo CSP sepcust 5.0 KC1 Vicnonnenne 1-Base, gonxHbl paspabatbiBaTthcst € y4eTOM
TpeboBaHWii HACTOSILLEro JOKYMEHTA.
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Cnuncok onpeaeneHnii n cokpalleHunii

CRL Cnucok otosBaHHbix ceptucpukatos (Certificate Revocation List)
APM ABTOMaTN3MpoBaHHOE paboyee MECTO

AC ABTOMaTN3MpOBaHHAs CUCTEMA

rMA [MBKWiA MarHUTHBIN AKUCK

AcH Jatumk cnyyaiinbix 4ncen

HDD Mectkuii marHuThblii guck (Hard Disk Drive)

HCA HecaHkuoHnpoBaHHbIA gocTyn

0oC OnepauuoHHasi cuctema

NAK MporpammMHo-annapaTHbI KOMMIEKC

no MNporpammHoe obecneyeHne

Peructpauymns  [pucsoeHne onpepeneHHbix aTpubyToB (agpeca, HOMepa KtOYa, MPaB MCNOAb30BaHWS U T.M.)
aboHeHTy

PernamenT COBOKYMHOCTb MHCTPYKUMWIA 1 APYroii pernaMeHTUpyroLWein [oKyMeHTauun, obecnedunsatouleli
byHKLNOHMPOBaHNE aBTOMATU3NPOBAHHON CUCTEMbI BO BCEX PEeXMMaXx

CBT CpeacTea BbIMNCANTENBHOR TEXHUKK

CeptudbmkaT  IDNEKTPOHHBIA LOKYMEHT, MOATBEPXKAAIOWNIA MPUHAANEXKHOCTL OTKPLITOrO KJO4Ya WM KJtoYa
MPOBEPKIN 3NEKTPOHHO MOAMNUCA N OMpPefesieHHbIX aTPUOYTOB KOHKPETHOMY abOHEHTY

Ceptudbmkaums lNpouecc n3roToeseHust cepTudpmkaTa OTKPLITOrO KAOYa WM KAOYa MPOBEPKU SJIEKTPOHHON
nognucy aboHeHTa B LEHTPe cepTudukaumnn

CK3M CpeacTtso KpunTorpacn4eckoin 3awmnTsl uHopmauum
CocC Cnncok otosBaHHbix cepTudpukatos (Certificate Revocation List)
CcC CnpaBo4HMK CepTUCUKATOB OTKPbLITLIX K/tOYEH 1 KAOYell MPOBEPKU SNEKTPOHHOW MOAMMUCK.

CeTeBoii CnpaBoOYHNK

Co Cpesa pyHKUNOHUPOBAHUS

fe Llentp Ceptudpmkauum (Yaocrosepsitowmii LleHtp)
LP LlenTp Peructpauyun

24 DNEKTPOHHbIW JOKYMEHT

aon DNeKTPOHHAsi NOANMUCH
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1 OcHoBHble TexHun4deckue AdHHbIEe N XapaKTepUuCtumukmn

CK3U

1.1 TporpammHo-annapaTHblie cpeabl PYHKLUOHUPOBAHUSA

CK3W Kpuntollpo CSP Bepcum 5.0 KC1 (XKTAN.00101-01) nog ynpasneruem OC Android dyHkymnoHupyet
B MPOrpamMMHo-annapaTHbix cpegax Ha nnatdopme Android 8/9 nog ynpaenexuem Java-mawmnsr ART (Android
Runtime).

Co cpokamu 3KCnmayaTauum OMepaunoHHBIX CUCTeM, B cpefe KoTopbix dyHkumoHupyetr CK3W, moxHo
O3HAaKOMUTBLCS MO afpecy:

http://developer.android.com/index.html

1.2 KnouyeBble HOCUTENN

NepeyeHb NoaaEpXKMBAEMbIX KIHOYEBLIX HOCUTENER B 3aBUCMMOCTM OT MPOrpaMMHO-annapaTHoOW naaTdopmsl
otpaxeH B XKTAI.00101-01 30 01. Kpuntollpo CSP. ®opmynsip, n. 3.9.

Vicnonb3oBaHue HocuTeneidn agpyrux TUMNOB AOMYCKAaeTCs ToNbko no cornacoeanuto ¢ @PCH Poccun.

Mpumevanne. B coctas anctpubytuea CK3W BxogaT 6GubnmoTekn nOaAepXKW BCEX MEPEYUCTEHHBIX
HocuTeneir, Ho He BxoasaT apaiisepsl ans OC. Mo Bonpocam nosyyeHus apaiieepos HeobxoanmMo obpalLaThes
K MPOU3BOAMNTENSIM COOTBETCTBYHOLLNX YCTPOIACTE.
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2 VYcTaHoBKa, obHoBNeHNe 1 yaaneHune anctpunoyrtmusos 10
CK3U

Nuctannsumsa, pemnctannauums un obHoeneHne CK3U Kpuntollpo CSP 5.0 KC1 nog ynpasnenuem OC
Android npouseognTcs B cocTaBe NpuKNagHoii nporpaMmbl, paspabotaHHoli ¢ npumeHednem CK3U, aunbo ¢
NOMOLLLIO ANCTPUOYTMBA, NONYYEHHOrO NO AOBEPEHHOMY KaHany. [1pu 3Tux aelicTBMsAX cneayeT PyKoBOACTBOBATbLCS
OOKYMEHTaUMER OT NPOM3BOANTENS NPUKIAAHON nporpaMMel nau paspabotunka CK3U.

K ycraHoBke u 3KCmayaTauuum MPOrpamMMHOro obecrnedeHnsi, wumetowero B cBoem coctase CK3WU,
[OMYCKAlOTCS /MLA, NPOLUeALINe COOTBETCTBYIOLLYIO MOAMOTOBKY M M3Y4YMBLUNE SKCMJYaTaLMOHHYIO LOKYMEHTALNIO
Ha COOTBETCTBYIOLLME NPOrpaMMHbIE CPEACTBA.

MNpu yctanoeke nporpammHoro obecneveHns CK3W Heobxognmo cobntogate cneaytowme TpeboBaHus:

1) WHctannsums w  uncnonbsosanne CK3W  pomkHbl  OCywiecTBAsTbCS Ha  ycTpoiicTBe 6e3  npas
cynepnonb3oBatens (root).

2) 3anpelieHa YCTaHOBKA MPUIOKEHUA W3 HEAOBEPEHHOTO WCTOYHMKA Ha MODWIBLHOM YCTPOWCTBO C
yctanoeneHHsim CK3W.

3) VYcraHoBneHHOe nporpamMMHoe obecredeHne He [OJKHO COAEpXKaTb CPeAcTB paspaboTkm n oTnagkm
MPUIOXKEHN, a TaKXKe CPeACTB, MO3BOJIAIOWMNX OCYLIECTBASATL HECAHKLMOHWPOBAHHbLIA [AOCTYN K CUCTEMHbIM
pecypcam.

4) Vcrpoiicteo, Ha KoTopoe yctaHasnusaetcss CK3W, cnepyetr nonydaTb y [OBEPEHHOrO MPOU3BOAMTENS,
NPOBEPsIst HAJIMYMNE MOATBEPXKAAIOLMX PabOTOCNOCOBHOCTL AOKYMEHTOB.

5) Mepepn ycranoskoli CK3W Heobxogmmo nposeputb nporpammuoe obecnevenue [IBM Ha otcytcTBuMe
BpegoHocHoro MO u nporpammubix 3aknagok. B Tom yncne, Heobxonumo ybennmTecsi B OTCYTCTBUM Ha YCTPOCTBE
MPUIOXKEHN, YCTAHOBNIEHHbIX N3 HELOBEPEHHOTO NCTOYHUKA.

6) Heobxognmo npesycMOTpeTb Mepbl, UCK/IOYaAOWNE BO3MOXKHOCTb HECAHKLMOHMPOBAHHOIO N3MEHEHUS!
anmnapaTHoli YacTu ycTpoiicTea ¢ yctaHoeneHHbiM CK3N.
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3 CocTtaB n Ha3HadeHue komnoHeHT MO CK3U

OcHogHoit apxutekTypHoli ocobernocTbio MO CK3U Kpuntollpo CSP noa ynpaenennem OC Android sisnsietcs
TO, 4TO MOACMCTEMA NPOrpaMMHoli cpefbl dyHKLMoHnpoBaHust kpuntocpeacTea (CP) He nmeeT HENOCPesCTBEHHOIO
JOCTyna K KNo4eBoii u kpuntorpaduyeckn 3Haummol undopmauyuun. Bce onepauun ¢ 3akpbiTbiMU KAKOYaMu,
HE3aBEPLUEHHBIMUN 3HAYEHMSAMUN X3LW-DYHKUNA 1 T.N. OCYLIECTBASIOTCA B HEAOCTYMHbLIX MNONb30BATENO OOBbeKTax;
ornepayuy 3KCNopTa OTCyTCTBYIOT.

3.1 Crpyktypa CK3U

Obwas crpyktypa CK3U Kpuntollpo CSP nog ynpaenennem OC Android npegcraenena Ha puc. 1.

0

14

Android Runtime (ART)
Java API
JCA | | e
MpunoxeHne
Mogaynu kpuntonposavigepa CSP :\ }g‘o:o::_le_;::ﬂe
KoHTpornb LenocTHocTn
Cucrema UK
CK3U Kpuntollpo CSP MK3M
noa ynpasneHuem OC Android

3.2 CocTas N0 CK3U

B coctae CK3W Kpuntollpo CSP BxogsT:
Bubnunotekun kpuntonposaiigepa ans ucnonHeHnii no yposxio KC1;

Pucynok 1. Crpyktypa CK3W Kpuntollpo CSP

Bubnunoteku wndposansHoro npoeaiigepa gas ucnosHeruii no yposrio KC1;

HatneHas bubnunoteka cpjni;

MopcncTema KOHTPONS LLENOCTHOCTY;
Jatumnk cnyyvaiinbix qucen (ACH).

B coctae nogcuctembl nporpammuoii CP BxoasT ciesyrowme KOMMNOHEHTHI:

ASN.1 mogyns;
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Mopynb nogaepxkn ASN.1;

Mogaynb 3anpoca cepTndukaTos;

MNMogcnctema HacTpoliku npoBaiigepa;

Mogaynu noppep)xku cHnTbiBaTeNeldi U HocuTenei;
Java-mawmuHa.
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4 BcTtpauBaHne CK3W B npuknagHoe O

[ns obecneveHns 3aWmnTbl 21EKTPOHHBLIX AOKYMEHTOB 1 CO3A4aHUS 3aLUMLLEHHOR aBTOMaTN3UPOBAHHO CUCTEMBI
B MEPBYIO OYEpefb WCMONAL3YIOT KpUNTOrpachnuyeckne MeToAbl 3aliiTbl, KOTOPLIE MO3BOASIOT obecneynTb 3awWuUTy
LLeJIOCTHOCTM, aBTOPCTBA U KOHUAEHUMANLHOCTY 2NEKTPOHHOR MHpOPMaLUK 1 Pean30BaTh UX B BUAE NPOrpPaMMHbIX
UAN annapaTHbIX CPeACTB, BCTPAaWBaeMbIX B aBTOMATU3MPOBAHHYIO CUCTEMY.

Ncnonb3osaHue KpVInTOFpa(bVI'-IeCKVIX cpeacTe Tpe6yeT, KaK NpaBunao, NMpUMEHEHNA TaKXE OpPraHn3alynOHHO-
TEXHUHECKNX MEP 3alUUnThbI.

Cnepyetr oTMeTUTb, 4TO BHOBb pa3pabaTtbiBaemble nogcuctemsl nporpammuoii CP u npuknagHoe [10,
ucnonbsytowme ceptudpunymposarntsie CK3W gomxHbl yaoeneteopsATh TpebosaHuam k CK3W B yacTu koppekTHOCTY
ucnonbsosanus CK3W u B yactu nposepku enusiHus Ha CK3W co croponbl MO. lMostomy, B cooTseTcTBUM C
poccuiickumu 3akoHamu, BcTtpaueanme CK3M moryT nponseoanTb opraHmsaumm, MMeEOLMe JAULEH3UIO Ha MPaBo
npoBefeHNst Takux paboT, a paboTel MO BCTPaMBaHUIO HOJIKHbLI MPOBOAUTLCS B cooTBeTCcTBUU C [Monoxernnem MK3-
2005.

Mpn co3gaHuyM 3aLMLLEHHOV aBTOMAaTU3MPOBAHHOR CUCTEMbI HEOOXOAMMO OMpeAenuTb MOLENL Yrpo3 u
nonutuky ee besomacHoctu. B 3aBucumoctu oT nonuTmkm HesonacHoCTM onpeaensieTcss Heobxogumeblii Habop
KpunTorpaduHecknx OYHKLMA 1 OPraHN3aLMOHHO-TEXHUYECKUX MEP, Peasin3yeMbiX B CO34ABAEMON CUCTEME.

CK3W Kpuntollpo CSP nog ynpaenennem OC Android B nepeyto ovepeab npefHasHaueHo s BCTPavWBaHUS
B npuknagHoe nporpammtoe obecneuvenne. Pynkuun CK3W Kpuntollpo CSP nog ynpasnennem OC Android moryt
ObITb MCNONBL30BaHbI:

e uepe3 uHTepdpeiic dpynkuymnii JCA, 4TO NO3BONISET MPUMEHSITb BECb MHCTpyMeHTapuii Java. [Jns atux
ueseil pa3paboTymku MOryT BOCMOJIb30BaTLCS MPOrpamMMHON LOKyMeHTauwmeid, cogepxaweiics B Java 2 SDK, a
Takxe noctasasiembiM TectoBbiM [10. MogpobHas undopmauus cogepxutcs B gokymente XXTAN.00101-01 96 02.
KpunTollpo CSP. Pykoeoacteo nporpammucta JavaCSP.

e B cTaHgaptHoMm npukaagHom MO Java.

Mpu sctpameavun CK3W Kpuntollpo CSP nog ynpasnedunem OC Android B npuknagHoe nporpammHoe
obecneyeHne UM NCNoAbL30BaHUN €ro B COCTaBe CTaHAapTHOro npuknagHoro MO [ofkHbl BLINOAHATLCS CleaytoLme
TpeboBaHus:

1) Mpwn ncnonbsosanum kntoyeii nposepkn I fomkHa bbITh obecneyeHa LENOCTHOCTb U UAEHTUHHOCTL KIHOYa
nposepky 1. ITo MOXeT BbITb peann3oBaHo:

e nyTem 3aBepeHusi katoda nposepku Il goBepeHHOI CTOPOHON (Hanpumep, B Cy4ae MCMOJb30BaHNS
cepTubrKaToB KIOYEl NPOBEPKU Nognuck);
® NyTeM JOBEPEHHOrO PacMpoCTPaHeHUs 1 XpaHeHus katodeli nposepkn Il B BUAE CNpaBOYHUKOB.

2) Mpu wucnonb3oBaHMN CepTUGUKATOB KIIOYEH MPOBEPKM MOAMNCKU, 3aBEPEHHBIX MOAMUCHIO [OBEPEHHON
CTOPOHbI, AO/MKHA bObITh ObecnedeHa besonacHas [oCTaBKa v xpaHeHue cepTudmkaTa kiatoda 1 goBepeHHOl CTOPOHBI,
C NCMOJIb30BaHMEM KOTOPOro MPOBEPSIIOTCS OCTaslbHble cepTudmKaTbl KKOYel NpoBepKK nosib3oBaTeneii.

3) KpunTorpaduueckoe cpeacTBO, C NOMOLLBIO KOTOPOrO NMPON3BOAUTCS 3aBepeHune kntodelt nposepkun 1 nnu
CMPaBOYHNKOB Kitoyeld npoeepku M1, HOMHKHO ObITh CEPTUMMUUPOBAHO MO KNAacCy, COOTBETCTBYIOLEMY MPUHATON
nonuTuke besonacHocTu.

4) [ns ot3biBa (BbIBOAA M3 [EWCTBUS) K/IOYEl MPOBEPKM MOAMUCK AOSDKHBI UCMOJIL30BAaTbCS CPEACTBA,
NO3BOMISAKOLLME MPOU3BECTM aBTOPU3ALMIO OT3bIBAOWEro Anua (B 3TUX LEesix MOXET ObiTb WCMONb30BaH CMMUCOK
OTO3BaHHbIX CepTNNKATOB, 3aBepeHHblt Il JOBEPEHHON CTOPOHBI).

5) Mpu Bei3oBe dyrkunii CK3V B npuknagHom nporpaMmmHom obecnedennn HeobXoANMO, Npy BOSHUKHOBEHMN
KPUTUYECKUX UCKJIKOHEHMNI BNIOKMPOBaTL KPUNTOrpacpuyeckme BbI30Bbl, @ NMPU BO3HUKHOBEHUM LPYrUMX UCKIIOHEHWIA,
KOPPEKTHO 1x 0bpabaTbiBaTh. (CM. PyKOBOACTBO MPOrpamMMMCTa).
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5 TpeboBaHusa no 3awumute ot HC/

[onkHbl  BbINOAHATLCA TpPebOBaHWA MO OPraHW3aLNOHHO-TEXHUYECKUM W AAMUHUCTPATUBHBIM MepaMm
obecneuenunsi besonacHoctn skcnnyatauun CK3U B obveme pasgena 5 pokymenta CK3UM XKTAK.00101-01 91 01.
Kpuntollpo CSP. PykosogcTeo agMuHucTpatopa besonacHoctn. Obwast YacTe.

Mpu skcnayatauymn CK3W na nnatchopme Android npu obpabotke koHdugeHumansHol uHopmauum s
KOHKPETHOro MobuibHOro yctpoiictea, pabotatowero nog ynpaenedunem OC Android, Bo/KHbI BbINOAHATHCS
penicteytowme B Poccniickoii Pepepaumnn TpeboBaHus no 3awmTe OTKPbLITON (KOH(DMAEHLMANBHOR) nHOpMaLnm
OT yTeYKM MO TEXHMYECKUM KaHanam. [laHHoe TpeboBaHme He npegbsiasieTcs B cnydae skcruyataumn CK3U Ha
nnatdopme Android npu obpaboTke oTKpbITOW WHOPMaLUMM, AOCTYN K KOTOPOW HE OrpaHMYMBAETCS COrNacHO
3akoHopaTenbctBy Poccuniickoit Pepepaunn. BHoc v mcnonb3oBaHne mobusibHOro yctpoiicTea, paboTatowiero nog
ynpaenennem OC Android, B nomeLLeHusIX, B KOTOPbIX BEAYTCS NEPErOBOPbLI CEKPETHOO COAEP>KAHUS UM MPOBOASTCA
paboTbl CEKpeTHOro xapakTepa, 6e3 npoBefeHWsl ero cCreymasbHbIX WCCNEAOBaHWA M CMEUUaNbHOR MPOBEpKY
3anpeLyaroTcs.

Mpn uncnonbsosanuu CK3W Kpuntollpo CSP nog ynpasnednem OC Android Heobxogumo npeanpuHsaThb
LOMOJIHUTENbHBIE MEPbI OPraHU3aLMOHHOrO 1 TEXHUYECKOTO XapaKTepa W BbIMOJHUTL AOMOJHUTENBHBIE HACTPOKM
onepaumoHHoli cuctemsl. [pyu 3ToM cTaBuTCA 3aada He ToNbKo obecnednTs AOMONHUTENBHYIO 3aLMTY YCTPOCTBa
m OC or HCH, Ho n obecneunTts becnepeboiitbili pexum paboTbl 1M NCKIOYUTL BO3MOXHOCTU «OTKasa B
0BCNyXMBaHUM Y, BbI3BAHHOTO BHYTPEHHUMM NpUYUHamMu (Hanpumep, nepenosiHeHnem aioBbIX CUCTEM).

5.1 OpraHmnsaymoHHo-TexHn4eckue mepbl 3awntbl ot HC/

1) Mpn ncnonbsosanun CK3W Ha ycTpoiicTBax, MOAK/IOYEHHBIX K OBLIEAOCTYMHLIM CETSIM CBSI3W, AOJKHbI
ObITb MpeanpuHATHl AOMOJHUTENBHBLIE MEPbI, WCKIIOYAlOWMe BO3MOXHOCTb HECAHKLMOHMPOBAHHOTO LOCTyNa K
CUCTEMHBIM PeCypcaMm MCMOJIb3yEMbIX OMEPALVOHHBIX CUCTEM, K MPOrPaMMHOMY ODeCneYqeHmto, B OKPY>KEHMI KOTOPOro
dyHkumonupytor CK3U, un k komnonentam CK3W co cTopoHbl ykasaHHbIX CeTeid.

2) Mpaeo poctyna k yctpoiictey ¢ yctaHosnenHbiMm [10 CK3W npepoctasnsieTcss Tonbko Auuam,
O3HAKOMJIEHHLIM C MPaBUIaMN MOJBL30BAHWUA U U3YHUBLIUM SKCMIYaTaUUOHHYKO LOKYMEHTAUWIO Ha MpPOrpaMMHOe
obecnevenmne, nmerolee B ceoem coctase CK3N.

3) Ha TexHnuyeckux cpeactBax, ocHaweHHbix CK3W, momkHO MCnonb3o0BaTbCs TOMBKO IMLEH3NOHHOE
nporpamMmmHoe obecneyerune pupM-npon3BoAMTENEIi.

4) Ha mMobunbHOM yCTpOIiCTBE He YCTaHaB/IMBAKOTCS CpeacTBa paspabotkm n otnagku M0O. Ecan cpeactea
OTNAAKU MPUNOXKEHUT HYXKHBI 4151 TEXHONIOrMYECKMX NOTPebHOCTE opraHu3auun, TO X UCMOJb30BAHNE JOJIXKHO BbITh
CaHKLMOHMPOBAHO agMUHUCTPaTOpoM besonacHocTu. B tobom cnyyvae 3anpewaetcs ncnonb3oBaTh 3T CPeACTBa 415
MPOCMOTPa U PefaKkTUPOBaHUSI KOAA 1 NamsTy npuaoxeHuii, ncnonssyrowmux CK3U.

5) JomkHbl BbITb MPUHATBI Mepbl MO MCK/IIOHEHNIO HECAHKLMOHMPOBAHHOrO AOCTyNa K YCTPOWCTBaM, Ha
KoTopbix ycTaHosieHbl CK3W, noctopoHHux nwuy, no pofy CBOed AEATENbHOCTU He SBSIOWMUXCS MEePCOHASIOM,
JOMYyLLEHHbIM K paboTe C ykasaHHbIMM yCTpoiicTBaMu. B cnydae Takoii HeobxogumocTu pomkeH bbiTe obecnedeH
KOHTPOJIb 3a WX AelCTBUSMNW M obecrneveHa HEBO3MOXHOCTb HEraTUBHbIX AeACTBMIA C ux ctopoHbl Ha CK3W,
ycTpoiicTea, Ha koTopbix akcriyaTupyetcss CK3W, n 3awmwaemyto nHdpopmaumio.

6) [donxHo bbITb 3anpeLLeHO OCTaBNsATL Be3 KOHTPO/IS YCTPONCTBA, Ha KoTopbIx akcnnyaTupyercs CK3W, nocne
BBOAA KJtOYeBOi uHdopMauuun. B uHbIx cnyyasx, ocTtaenss ycTpoiicteo ¢ yctaHoBneHHbiM CK3U 6e3 koHTpons,
HeobxoanMo 3abnoKNpPoBaTh 3KpaH YCTPONCTBA.

7) W3 coctaBa cucremsl AOJIKHO BbITh WCKIOYEHO O60py,EI,OBaHI/Ie, KOTOPOE MOXET CO3[aBaTb Yrposy
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bezonacHoctu OC Android. Takxe Heobxogumo n3beraTb MCMNONBL30BaHWS HECTaHOAPTHLIX annapaTHbIX CPeAcCTB,
VMEIOLLMX BO3MOXKHOCTb BAUSATL Ha (byHKLMOHUpoBaHue ycTpoiictea uam OC Android.

8) Mocne wnctanasumn OC Android cnegyet ycTaHOBMTH BCE PEKOMEHAOBAHHbIE MPOU3BOLUTENEM
OMNepaLMoOHHOA CUCTEMbI NPOrpamMMHble ODHOBJIEHNS 1 NPOrpamMMHble ODHOBJIEHNS, CBS3aHHblE C HE30MacHOCTbLIO,
CYLLeCTBYIOLLME HA MOMEHT WHCTANAALUN.

5.2 [OononHuntenbHble HacTtpoiikm OC Android u onepaunoHHbIX
CUCTEeM, K KOTOpPbIM MNOAKJIH0YaeTCsl YCTPOCTBO

5.2.1 WnauneupgyanbHas Hactpoiika Android

B Hactpoiikax OC Android B pasgene «Security» HeobXxoAMMO BKAOUNTL MOAAEPXKKY MAapPOJLHOIO BXOAA.
Heobxoanmo 3agaTk CNOXKHOCTE NAPOJIst U HACTPONKN ANS YAANEHNS [aHHbIX B C/ly4ae HENpPaBUILHOrO BBOAA Maposs,
cooTeeTcTBytowue Tpebosarusim n.5.4 gokymenta XKTAN.00101-01 95 01. MNMpasuna nonb3oBaHus.

5.2.2 Hactpoiika OC, k KOTOpoVi NOAKIKYaeTCA YCTPOWCTBO

1) BbimonHnTte pekomeHgaumm no gonosHuTenbHoii Hactpoiike OC 13 pykoBofCTBA  afMMHMCTPATOpa
besonacHoctu gns cootsetcreytowein OC.
2) Ecnn Ha ycTpOWCTBE XPaHSITCS 3aKpbITble KJIOYW, PE3EPBHbIE KOMUM YCTPOWCTBA AO/KHbI  ObITb
3awndposarbl. [Ans sToro:
e YCTaHOBUTE Ha KOMMLIOTEP, K KOTOPOMY nogkito4vaetcs ycrpoiicteo, MO ana wudposanus daiinos
(nanpumep, Kpuntollpo EFS).
e BbinonHuTte pesepeHOe KOMMPOBaHWE AAHHbLIX YCTPOWCTBA Ha KOMMbLIOTEP.
e C nomousto MO gns wndposanusa daiinos eeinonHuTe 3awmndpoBaHne pe3epBHONR KOMUK.
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6 TpeboBaHusi No KpunTorpacdpmnyecko 3awmTe

JomKHbI BBINOAHATLCA TpeboBaHusl Mo KpunTorpadpuyeckoli 3awmte pasgena 6 gokymenta XTHAM.00101-

01 91 01.KpunTollpo CSP. Pykoeoactso agMuHucTpatopa besonacHoctu. Obwast vacte B yactu, kacawoweiics OC
Android.

Heobxoammo BbINONHUTL HACTPOIKY onepaLmoHHoi cuctemsl ans pabotel ¢ CK3W no paza. 5.2.

KoHTponeM LEeNoCTHOCTU AO/MKEH ObITb OXBadeH WCMONHSEMbIA baiin NpuUKNAGHOW MpPOrpamMMbl, B COCTaB
koTopoii Bxoaut CK3U.
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[NMpnnoxxeHue A
KOHTpOJ/1b LEe/IoCTHOCTU NporpaMMHOro obecnevyeHus

MNporpammtuoe obecneyenne CK3W Kpuntollpo CSP nmeet cpenctsa obecnevenusi koHTpons uenoctHoctu MO
CK3W, koTopble BOMKHBLI BBINMOHSIOTCS NEPUOLNYECKN.

PaspaboTunk npuknagHoii nporpammsl, cogepxaweiin CK3U Kpuntollpo CSP nog ynpaenennem OC Android,
JOJKEH PacCHUTaTh X3 MNPUIOKEHUS. X3 XPaHUTCS B Pecypcax MPUJIOKEHUS U KOHTPONMPYETCS CpeacTBaMu
Kpuntollpo CSP npn kakgom 3anycke npuioXxeHusi, a TakXKe MpU HaKaTum Ha KHomky «[lpoBepuTb» Ha BKNagke
UenoctHocts nanenn Kpuntollpo CSP nog ynpasnennem OC Android (nogpobree cm. pasgen «[lposepka
uenoctHoctmy pokymeHta MKTHAM.00101-01 92 03. UncTpykums no ucnonssosavnto CK3W nog ynpasnenunem OC
Android).

Ecnun B pesynbTaTe Nepnogmyeckoro KOHTPOS LLENIOCTHOCTMN MOSIBASIETCS COODLLEHNS O HAPYLLEHWUN LLENIOCTHOCTM
KOHTposupyemoro daiina, nosib3osaTens 0bsizaH NpekpaTuTb paboTy 1 0bpaTUTLCS K aAMUHUCTPATOPY Be30MacHOCTH.
AgMuHucTpaTop 6€30MacHOCTN JOJSIXKEH MPOaHANN3MPOBAThL NPUYUHY, NPUBEALIYIO K HAPYLIEHNIO LENOCTHOCTU, U B
c/lydae HeobxoaMMOCTU nepeycTaHoBUTL npunoxenue, cogepxatyee 10 CK3U Kpuntollpo CSP.
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[NMpnnoxxerHue b
VYnpaBsieHne npoToKoJMpoBaHnem

3agaTb ypoBeHb MPOTOKONMPOBaHMS MOXHO B KOHurypaumontom daiine ans OC Android B cekyum [debug).
®dopmat 3anucu B paiine:

<Ha3BaHHe MOOyIA>=<ypoBeHb XypHAIUPOBaAHUI>
<uasBaume Momyina>_fmt=<popmaT mpoToxrosa>
Hanpumep:

cpecsp=1

cpcsp_fmt=57

3HayeHnem napameTpa <ypoBeHb XXypHalMPOBaHUS> sIBNsETCs buToBasi Macka:
N DB _ERROR =1 # coobuwenus o6 ownbkax

N DB LOG = 8 # coobuieHusi o Bbi3oBax

3HaveHnem napameTtpa <copmaT npoTokona> ABAsSETC bUTOBas Macka:
DBFMT MODULE = 1 # BbiBoguTb nMsi Mogynsi

DBFMT _THREAD = 2 # BblBOAUTbL HOMEP HUTKU

DBFMT _FUNC = 8 # BbiBoANTbL NMsi DyHKLMM

DBFMT _TEXT = 0x10 # BbiBOAMTL CaMo coobLueHmne

DBFMT _HEX = 0x20 # sbisognts HEX gamn

DBFMT _ERR = 0x40 # BbisoguTb GetlLastError

Takxxe BO3MOXHO noruposaHnue uncpopmauun 8 Kpuntollpo JCP, koTopoe BkAOYaeTcs € NOMOLLBIO YTUANTI
adb, Bxoasauweii B coctae Android SDK.

[ns BkntodeHus npotokonuposaHusi B8 Kpuntollpo JCP:
adb shell setprop log.tag.<TAG> <LEVEL>
Hanpumep:

adb shell setprop log.tag.JCP DEBUG

adb shell setprop log.tag.JCP INFO
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Jlnct peructpaunn nameHeHui

JlncT pernctpaunn namereHui

Homepa nuctos (cTpanuu)

Bxogsnii
N3MEHEH- 3aMEeHEeH- HOBbIX aHHYNnMpo- Bcero Ne
. R ¢ conposo-
Ne | Hbix HbIX BaHHbIX nNcToB Ne
autensHoro |MNoanuck HaTa
n/n (cTpanuu) B | gokymeHTa
JOKYMeHTa
LOKYMeHTe
n jata
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